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ABSTRACT : Law enforcement agencies faced with the aims of building major Crime Analysis Software (CAS) from 

Commercial Off-The-Shelf (COTS) software products .Thus, they must study and examine the available (CAS) commercial 

products to determine their suitability for use in a particular system. The number of Commercial Off-The-Shelf (COTS) based 

crime analysis systems being built continues to increase. Consequently, the need for a model that ensures quality 

characteristics of such systems becomes a necessity.  The Commercial Off-The-Shelf (COTS) approach changed the focus of 

software engineering from one traditional system specification and construction to one requiring simultaneous consideration 

of the system context (system characteristics such as requirements, cost, schedule, and operating and support environments). 

The general Commercial Off-The-Shelf (COTS) based crime analysis systems evaluation approaches are criticized for labour-

intensive activities to define evaluation criteria. Further, none of the approaches are specifically targeted towards requirement 

tools. Therefore, the evaluation criteria, the measurement, and the process definition are time consuming and domain 

knowledge demanding. 

Consequently, a new model specialized in evaluating COTS-components based crime analysis systems  is needed to overcome 

the problems encountered with general quality models and current COTS selection methods. 
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1. INTRODUCTION 

Crime analysis is a law enforcement tool that involves 

systematic analysis for recognizing and analyzing patterns 

and trends in crime and disorder. It provides a set of 

quantitative and qualitative techniques that are used to 

analyze data valuable to police agencies and their 

communities. Information on crime patterns can help law 

enforcement agencies deploy resources in a more effective 

manner, and assist detectives in identifying and 

apprehending suspects. Crime analysis also plays a role in 

devising solutions to crime problems, and formulating crime 

prevention strategies. Quantitative social science data 

analysis methods are part of the crime analysis process; 

though qualitative methods such as examining police report 

narratives also play a role[23]. 

Crime analysis software provides crime-prediction solution; 

however, crime analysis system automates the tasks 

associated with tactical and strategic crime analysis. The 

system automates the discovery of existing crime patterns and 

crime series in addition to providing predictive analytics 

regarding future crime occurrences. 

large systems of readymade commercial off-the-shelf (COTS) 

software products have many distinguished characteristics 

that are clearly pointed by Dean, John et al(john ,2004 ).They 

argued that such products are sold, leased, or licensed to the 

general public, offered by a vendor trying to profit from it, 

supported and evolved by the vendor, available in multiple 

identical copies and used without modification of the 

internals. Moreover, it provides many benefits, including the 

potential of rapid delivery to end users, shared development 

costs with other customers, reusability of the final application 

due to the reuse of software components already tested and 

validated, and the opportunity to expand capacity and 

performance as improvement are made in the products. For 

systems that depend on COTS products, the evaluation and 

selection of appropriate products is essential to the success of 

the entire system. Yet many firms struggle during the 

evaluation and selection process.  

Off-the- shelf software products is increasingly an 

“acquire and glue” process[9] . In 1997 an estimated 25.5 

percent of typical corporation‟s software portfolio was 

commercial off-the-shelf software. Forecasts had that figure 

rising in 1998 to around 28.5 percent. These figures also 

supported[3].Boehm confirms that the usage of COTS 

products has increased significantly in building software 

systems during the last decade. The empirical results at the 

Center for Systems and Software Engineering (CSSE) reveal 

that the percentage of COTS-Based Application (CBA) in 

CSSE e-services projects increased from 28% in 1997 to 70% 

in 2002. 

Building software systems using reusable components had 

introduces the discipline of component-based software 

engineering (CBSE). Such discipline has the obvious 

advantage of reducing the amount of software to be 

developed and so reducing cost and risks. However, 

requirements compromises are inevitable and this may lead to 

a system that does not meet the real needs of the users. 

Furthermore, some control over the system evolution is lost 

as new versions of the reusable components are not under the 

control of the organization using them.    

The most common practice in CBSE is COTS. Over the past 

decade, the use of COTS products to implement significant 

portions of a software system has grown in both government 

and industry. The use of COTS products emphasizes buying 

commercial capabilities rather than building unique ones 

from scratch. Organizations that adopt a COTS-based system 

approach generally expect either more rapid or less costly 

system construction. These organizations also hope to stay in 

step with the technological advancements happening in the 

competitive marketplace. For example, NASA (National 

Aeronautics and Space Administration) successfully 

employed COTS products in reengineering the Hubble Space 

Telescope Command and Control system
 
[14]. The COTS 

approach change the focus of software engineering from one 

traditional system specification and construction to one 

https://en.wikipedia.org/wiki/Crime
https://en.wiktionary.org/wiki/disorder
https://en.wikipedia.org/wiki/Detective
https://en.wikipedia.org/wiki/Suspect
https://en.wikipedia.org/wiki/Social_science
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requiring simultaneous consideration of the system context 

(system characteristics such as requirements, cost, schedule, 

operating and support environments). 

2. Crime analysis software(CAS) 

Crime analysis software is a performance management 

system that is used to reduce crime and achieve other police 

department goals. It emphasizes information-sharing, 

responsibility and accountability, and improving 

effectiveness. It includes four generally recognized core 

components: (1) Timely and spatial accurate information or 

intelligence; (2) Rapid deployment of resources; (3) Effective 

tactics; and (4) Relentless follow-up[24]. 

 One of the most important functions of crime analysis 

software is crime mapping. The use of maps to project crimes 

data for spatial analysis purpose is crucial facility provided 

by such systems. Thus, law enforcement agencies looking for 

complete solution based software to analyze crime patterns. 

Geographic information system applications are widely used 

as main part of crime analysis based computer systems. This 

implies that the decision of selecting COTS based crime 

analysis system involves many criteria of different 

perspectives. For the purpose of selection COTS based crime 

analysis system; experts of GIS and spatial analysis are the 

stakeholder of the process. 

Crime analysis systems are considered as one of the most 

effective application of artificial intelligence. The use of 

classification and clustering techniques are the key input of 

crime analysis process. The ability of crime prediction   based 

on time and spatial features is the core of crime analysis, and 

then in crime investigation process. Figure 1 illustrates the 

crime analysis hierarchy. 

Crime analysis software products just like any  tools can be 

seen as a kind of commercial off-the-shelf (COTS) software  

product. First, tools are ready made products and potential 

users can select them from vendor product lists[13]. Second, 

tools are sold in many copies and users are neither controlling  

 

 

the tools specifications nor development 

processes[16].Finally, tool users do not get access to tool 

source code (except in case of open source code), and 

vendors are responsible for tool maintenance and 

improvement [2]. 

There two basic actors during the software procurement: 

evaluation team and tool users or customers. Evaluation team 

plans, organizes and executes the tool evaluation process, 

coordinates the evaluation actions and proposes a tool after 

evaluation result analysis. Tool users or customers have 

intention to acquire tool, evaluates the tool suitability, and 

after the tool selection, use the tool to support their work 

processes. The tool selection process typically consists of 

four phases [5,8,12]: 1) user requirements specification; 2) 

understanding of the available tools; 3) assessment of the tool 

compatibility with the requirements; 4) and selection of the 

"best" tool (Fig 2). 

Requirements specification is based on the working domain 

knowledge and existing manual systems. Understanding of 

the available tools involves the experience. During the 

assessment of the tool compatibility the user has to assess the 

package depends on the compatibility with the requirements 

and the priorities of these requirements. The user may have to 

compromise on requirements not satisfied by any of the tools. 

Then the user reconsiders the requirements and iterates the 

selection or reorganizes his working practices in order to fit 

the best tool. The following subsections describe an existing 

COTS evaluation approaches in detail, and outline the 

disadvantages of each technique. 

2.1 Criminal analysis software functions: 

The b 

asic crime analysis software functions are : 
1. Maintains basic criminal Details:  

2. information and the criminal profiles. 

3. Biometrics manipulation: This shows if there is or 

isn‟t a biometric match (finger print, face 

recognition, iris recognition and …etc) in the local 

database.  

4. Criminal profiling. 

5. Crime mapping using spatial information. 

6. Crime and criminal classifications 

7.  Tactical and strategic analysis. 

8. Support decision makers 

9. Crime prediction. 

3.  COTS-based Integrated System Development (CISD) 

Method 

Tran and Liu propose a two-stage COTS selection 

process[16]. First stage is product identification, where 

candidates are identified and classified. The data for this 

stage is gathered via vendor documentation, personal 

experience or other means. The results are a list of potential 

candidates. The second is evaluation, where the final 

candidates are chosen (and unsuitable candidates eliminated). 

In this stage the authors depend on concrete techniques. They 

state that the COTS evaluation phase requires the extensive 

use of prototyping techniques. They argue that prototyping is 

the only way to practically evaluate a COTS candidate within 

the system context. They define three critical stages of the 

evaluation phase: functionality, interoperability, and 

performance. In the functionality stage candidates are tested 

in isolation to confirm that the functionality of the COTS 

product is applicable to the current application. In the 

interoperability stage, the candidates are evaluated to  ensure 

their ability to co-exist with other components of the system, 

both COTS-based and custom developed. The performance 

evaluation stage consists of a quantitative analysis of the 

 

 
Fig 1crime analysis hierarchy 
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effect of the COTS component on the overall performance of 

the system.  

The final aspect of the methodology is a management 

evaluation that considers the less tangible aspects of 

integration the COTS product. These include such things as 

training, cost, vendor capability, etc. At the end of this 

process a final selection of COTS products is made. The 

authors also discuss different approaches to evaluation based 

on constraints such as development time and cost. This 

methodology depends on having a relatively complete 

predefined set of requirements since the product 

identification stage is dependent on COTS candidates 

meeting the requirements. The methodology in general is a 

waterfall-style process in that each stage depends on the 

results of its predecessor, and does not provide an analysis of 

the evaluation product using criteria hierarchy. 

3.2. Off-The-Shelf-Option (OTSO) 
Kontio presents a multi-phase approach to COTS selection, 

which begins during requirement solicitation, [3]. With his 

approach the decision to incorporate COTS into the system 

has been predetermined and thus the COTS method is only 

concerned with the actual selection process, not with 

implementation. The phases are the search phase, the 

screening and evaluation phase and the analysis phase. In the 

search phase, the goal is to identify potential candidates for 

further study. The screening phase selects the most promising 

candidates for detailed evaluation. In the analysis phase, the 

results of product evaluations are consolidated, and a decision 

about reuse is made. 

The central theme to the OTSO method is the construction of 

a “product evaluation criteria hierarchy”. This hierarchy 

serves as a template for situation specific criteria definition. 

The disadvantages of this approach is that it can be very 

sensitive to bias or the experience of the personnel. The 

OTSO method does not address what method or model is 

used for COTS software reuse cost estimation. Whatever 

approach is used, the OTSO method extends the finical 

COTS software evaluation by allowing the consideration of 

other factors that may influence the decision. Example of 

such factors include the consideration of features that exceed 

the requirement specification, quality characteristics that are 

not included in the cost estimation model (e.g., reliability, 

maintainability, portability, efficiency), and business or 

strategic issues that may influence the decision. These issues 

can sometimes be decisive in COTS software selection and 

cost estimation alone cannot effectively cover these aspects. 

3.1 Social-Technical Approach to COTS Evaluation 

Framework (STACE) 

The Social Technical Approach to COTS Evaluation 

(STACE) framework[12] comprises four interrelated 

processes (Fig 3): 1) requirement elicitation; 2) social-

technical criteria definition; 3) alternatives identification; and 

4) evaluation. In the elicitation, tool requirements are 

discovered through consultation with users, from domain 

knowledge and market studies. In the social-technical criteria 

definition the elicited tool requirements are decomposed into 

hierarchical set, and each branch in this hierarchy ends in a 

measure or metric. Alternative identification includes 

searching for tool candidates. Evaluation involves ranking of 

identified tools against the social-technical criteria by 

examining capabilities, reading documentation, and 

experimentation. 

Fig 4 illustrates the main COTS evaluation process in 

STACE. Step1 selects the underlying technology or other 

keystone issues. The selection process involves 1)  define the 

evaluation criteria, 2) search and screen for available 

alternatives; 3) revising the criteria and requirements based 

on Available technologies; 4) assessing and selection the best 

technology among alternative. Step 2 defines social-technical 

evaluation criteria for COTS products based on the selected 

technology. The criteria should include functionality issues 

technology and interface issues, quality characteristics and 

non-technical issues. Step 3 searches and screens for 

available COTS products. Search the marketplace to identify 

candidate COTS components through market surveys and 

other techniques like internet search. The search criteria at 

this stage should be limited to functionality issues. Step 4 

revises tool requirements and social-technical criteria based 

on available COTS products. The selection of the best among 

the packages available depends on the assessment of their 

compatibility with the requirements specification and the 

priorities of these requirements.  Step 5 evaluates the 

candidate components and selects the best COTS product. 

The evaluation should include ranking of the candidate 

products according to the evaluator's preferences. 

 
Fig 2 COTS Selection Process 
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Fig 3 STACE Framework, (Kunda,1999) 

 

An approach that emphasizes social and organization issues 

related to COTS selection. The main limitation of this 

approach is lack of a process of requirements gathering and 

specification. Moreover, the STACE does not provide an 

analysis of the evaluated products using a decision-making 

technique. 

3.3 Procurement-Oriented Requirements Engineering 

(PORE) 
The Procurement-Oriented Requirements Engineering 

(PORE) method integrates techniques for requirements 

acquisition and COTS selection with process guidance for 

choosing and using each technique,( Vijayalakshmi  et al 

,2008) .It is template-based and advocates a parallel and 

iterative requirements acquisition and tool-candidate 

selection/ rejection (Fig 5). 

The PORE supports engineering team to acquire, describe 

and analyze customer requirements at the same time as 

acquiring, modeling and analyzing candidate COTS. The 

main steps for PORE are (Fig 6): 

- acquire information about user requirements, COTS, 

suppliers, and procurement contract from customers; 

- analyze information for completeness and correctness; 

- use decision-making techniques to analyze and determine 

requirement compliance;  

- reject (select) one or more candidate COTS that are non-

compliant with customer requirements defined by the 

evaluation goals. The main limitation of this approach is lack 

of clear how requirements are specified in the evaluation 

process and how products are eliminated (do not capture the 

decision relational). 

3.4 Scenario-based Selection 

 The scenario-based selection[6] proposes a comparison 

between baseline scenarios which describe how organization 

operates, and tool scenarios, which are baseline scenario 

projections into a future, where a tool is applied. Fig 7 depicts 

an analyst who rewrites the baseline scenarios adapting it to 

represent scenarios with tool 'A'. once the baseline scenario to 

determine: 1) what differences are between the baseline and 

tool scenarios; 2) what the impact of changes are; 3) what 

changes to propagate to other parts of the organizational 

processes; and 4) what the impacts of the propagated changes 

are. The main limitation of this approach does not analyze the 

tool coverage of the required functionality, the non-functional 

requirements, tool interoperability with the systems used in 

the organization, fiscal health of the tool vendor, or its ability 

to provide support of the tool 
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Fig 4 Flowcharting the STACE Evaluation Process (Kunda.1999) 

 

 

Fig 5 PORE Process for COTS Selection(Couts and Gerdes,2010) 
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Fig 6   PORE Processes, (Achour  & Ncube  ,2000) 

 

 

 
Fig 7 How Scenario Will Work Candidate 'A'(Feblowitz  & Greenspan ,1998). 

4. Comparison of Existing Approaches 

The Crime Analysis Software (CAS) market is crowded with 

the development and emergence of new software. Looking 

for new and upgraded tools is demand, but it creates 

problems in the minds of the potential stakeholder to take 

right decision. Investment in (CAS) that is most appropriate 

for the law enforcement agencies can lead to improved 

management and customer service. Multiple criteria of 

selection and evaluation must be considered. Evaluation and 

selection of (CAS) systems that can meet the requirements of 

an organization is a very time consuming and difficult task. 

Thus, there is a need to study the various (CAS) tools 

available in the market so that the most appropriate tool can 

be selected for the organization as per the requirement.  

All approaches correspond to the general COTS selection 

process in Fig 2. However each of them highlights different 

techniques. CISD describes two-stage COTS selection 

process, first stage is product identification, and second stage 

is evaluation. The PORE describes template-based tool 

procurement. The scenario-based selection maps baseline 
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scenario and tool scenario. OTSO, scenario-based selection 

and STACE assume that evaluation criteria are defined in 

advance.  The approaches describe only general categories 

like functional, non-functional tool requirements, tool 

architecture, vendor and business requirements, which are 

standard, the category definition resemble to construction of 

an evaluation framework. The evaluation could be divided 

into two types: one-round and multi-round evaluation. In 

one-round  the evaluation is executed one time taking in 

account all the candidate tools. After each evaluation step, the 

tool list is reduced and the tool requirements are expanded 

(e.g. PORE). But most of the approaches (OTSO, scenario-

based, CISD, and STACE) apply multi-round evaluation, 

when the full evaluation cycle is repeated with each 

individual tool. The decision about tool suitability is made 

after testing all tools. 

5. Addressing the Problems 

The OTSO method proposed by Kontio has the disadvantage 

of being very sensitive to bias or the experience of the 

personnel. In addition, it does not address what model can be 

used for COTS software reuse to estimate cost. The STACE 

method proposed by Kunda emphasizes only social and 

organizational issues related to COTS selection. The main 

limitation of this approach is the lack of a process for 

requirements gathering and specification. Moreover, it does 

not provide an analysis of the evaluated products using a 

decision-making technique. With regard to PORE method by 

Ncube, it is not clear how requirements are specified in the 

evaluation process and how products are eliminated. Finally, 

Tran and Liu method does not provide an analysis of the 

evaluation product using criteria hierarchy.  

 The general COTS evaluation approaches are criticized for 

labour-intensive activities to define evaluation criteria. 

Further, none of the approaches are specifically targeted 

towards requirement tools. Therefore, the evaluation criteria, 

the measurement, and the process definition are time 

consuming and domain knowledge demanding. 

Consequently, a new model specialized in evaluating COTS-

components is needed to overcome the problems encountered 

with general quality models and current COTS selection 

methods. 

6. The Proposed Approach  
Steps that are used to build COTS evaluation methodology. 

Step 1: Identify a small set of agreed-upon, high-level quality 

attributes, and then, in a top-down fashion decompose each 

attribute into a set of subordinate attributes. 

Step 2: Distinguish between internal and external metrics. 

For COTS components, it is  essential to observe such 

distinctions, specifically; the internal metrics measure the 

internal attribute of a product (e.g. specification or source 

code) during the design and coding phases, known as „white 

box‟ metrics. Whereas external metrics specialize in the 

system behavior during testing and component operation, 

from an outsider view. In fact, external metrics, known as 

„black-box‟, are more appropriate for COTS components. 

Step 3: Identify Stakeholders (type of users) for each high-

level quality attribute. 

Step 4: Put the pieces together; constructing the new model 

that implements ideas from international standards: ISO-

9126, and accordingly recognize appropriate Stakeholders for 

each set of attributes. 

Step 5: Identify attributes for every sub-characteristic at 

product level. 

Step 6: Identify attributes for every sub-characteristic at 

process level 

Step 7: Finds a way to measures (weights) these attributes 

Step 8: Draw a framework (shows COTS evaluation 

approach)  

Step 9: Apply Data Analysis techniques: Our selection would 

be the Analytic Hierarchy Process (AHP), and it will be used 

to consolidate data evaluation in order to select the best 

COTS among several alternatives.  

7. Executing the Methodology to Build COTS Evaluation 

Approach 

The objective of creating our new approach is to build one 

suitable to work for a variety of COTS-based systems. The 

starting point for building our model is the ISO 9126, simply 

because it includes the common software attributes, as shown 

in Table 1. 

The next step is to apply some tailoring on the ISO 9126 that 

harness COTS evaluation requirements. The six areas of 

importance for software evaluation, as proposed by ISO 9126 

as a standard, are shown in Table 2. 

The following is the evaluation discussion of the high-level 

set of characteristics, along with their associated sub-

characteristics; the implementation of step 1 of our 

approaFunctionality is the capability of the software product 

to provide functions, which meet stated and implied needs 

when the software is used under specified conditions. 

Functionality is a set of attributes that bear on the existence 

of a set of functions and their specified properties. The 

functions are those that satisfy stated or implied needs. 

Functionality is assessed by three things: (i) evaluate the set 

of features and capabilities of the program, (ii) the generality 

of functions that are delivered, and (iii) the security of the 

overall system. The sub-characteristic Compatibility has been 

added to our model. The purpose of Compatibility is to 

reflect the degree to which a component can be used and 

function correctly in different environments, and that is 

consistence with evaluating COTS components. 

Reliability is the capability of the software product to 

maintain a specified level of performance when used under 

specified conditions. Reliability is the extents, to which a 

program can be expected to perform its intended function 

with required precision, usually evaluated by measuring the 

frequency and severity of failure, the accuracy of output 

result, the ability to recover from failure and the predictability 

of the program, because unreliable programs fail frequently, 

or produce incorrect data. Also, Reliability is a set of 

attributes that bear on the capability of software to maintain 

its level of performance under stated conditions for a stated 

period of time. Reliability is the degree to which a work 

product operates without failure under given conditions 

during a given time period.  
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Table 1:  Common software attributes for the ISO 9126 

Software Attributes Description  

Testability is the ease with which an application or component facilitates the creation and execution of 

successful tests 

Efficiency is the capability of the software product to provide appropriate performance, relative to the 

amount of resources used under stated conditions 

Understandability the capability of the software product to enable the user to understand whether the software is 

suitable, and how it can be used for particular tasks and conditions of uses 

Reliability is the capability of the software product to maintain a specified level of performance when used 

under specified condition 

Functionality is the capability of the software product to provide functions, which meet stated and implied 

needs when the software is used under specified condition 

Integrity is the assurance that information can only be accessed or modified by those authorized to do so 

Interoperability is the capability of the software product to interact with one or more specified system 

Mainability is the capability of the software product to be modified 

Portability is the capability of the software product to be transferred from one environment to another  

Usability Is the capability of the software product to be understood, learned, used and attractive to the user 

when used under specified conditions 

 

The Maturity sub-characteristic is measured in terms of the 

number of commercial versions and the time interval between 

them. The Recoverability sub-characteristic is a capability of 

the software product to re-establish a specified level of 

performance and recover the data directly affected in the case 

of failure. Therefore, it tries to measure whether the 

component is able to recover from unexpected failures, and 

how it implements these recovery mechanisms. The Fault 

Tolerance tries to measure the capability of the software 

product to maintain a specified level of performance in cases 

of software faults. The COTS-based system that supports 

Recoverability feature is in a subsequent stage of passing a 

Fault Tolerance stage, thus Recoverability implies Fault 

Tolerance and not vice versa. For this reason Fault Tolerance 

is omitted from our approach, while the emphasis remains on 

Recoverability. 

Usability is the capability of the software product to be 

understood, learned, used and attractive to the user, when 

used under specified conditions. Usability is related to the set 

of attributes that bear on the effort needed for use, and on the 

individual assessment of such use, by a stated or implied set 

of users. In addition, Usability is the effort required to learn, 

operate, prepare input, and interpret output of a program. In 

COTS, most stakeholders of components are the application 

developers, designers that have to build applications with 

them, and end-users who interact with COTS. Thus, the 

Usability of a component should be interpreted as its ability 

to be used by the application developer and designer when 

constructing a new software product. Under this characteristic 

we must add an attribute that measures the component‟s 

Usability during the design of application. Therefore, 

Complexity is a new sub-characteristic that is added to 

provide a measure of the components complexity when 

integrating and using it within a software product or system. 

This characteristic aims to measure the complexity of using 

and integrating the component into the final system. 

 
Table 2: Characteristics and sub characteristics for the ISO 9126 

Characteristics Sub-characteristics 

Functionality Suitability, Accuracy, Interoperability, Compliance,  Security 

Reliability Maturity, Recoverability, Fault tolerance 

Usability Learnability, Understandability, Operability 

Efficiency Time behavior, Resource behavior 

Maintainability Stability, Analyzability, Changeability, Testability 

Portability Installability Conformance, Replaceability, Adaptability, 

 

Efficiency is the capability of the software product to provide 

appropriate performance, relative to the amount of resources 

used, under stated conditions. Efficiency is the degree to 

which something effectively uses (i.e., minimizes its 

consumption of) its resources. These may include all types of 

resources such as computing (hardware, software, and 

network), machinery, facilities, and personnel.  In fact, 

Efficiency will used in our new model as it is described in the 

ISO. 

Maintainability is the capability of the software product to be 

modified. Modifications may include corrections, 

improvements or adaptations of the software to change in an 

environment, and in requirements and functional 

specifications. Also, the effort required to locate and to fix an 

error in an operational program. Maintainability is the ease 
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with which an application or component can be maintained 

between major releases. Also, a set of attributes that bear on 

the effort needed to make specified modifications, the degree 

of changing or modifying the components to correct errors, to 

improve performance, or to adapt for changing the 

environment. The user of a component (i.e. the developer) 

does not need to do the internal modifications but he does 

need to adapt it, re-configure it, and perform the testing of the 

component before it can be included in the final product. 

Thus, Stability and Analyzability are omitted from our 

approach. 

Portability is the capability of the software product to be 

transferred from one environment to another. Also, the effort 

required transferring a program from one hardware 

configuration and/or software system environment to another. 

Portability is the ease with which an application or 

component can be moved from one environment to another. 

In COTS, Portability is an important property in the nature of 

components, which are in principle designed and developed 

to be re-used in different environments (it is important to note 

that in COTS, re-use means not only to use more than once, 

but also to use in different environments). Thus, Portability is 

omitted from our approach. 

Manageability; in order to empower our model with new a 

feature, the characteristic Manageability has been added. 

Manageability is concerned with developing and refining 

estimates of effort and deadlines for the project as a whole, 

and with gathering any data that might be needed for such 

estimates. The sub-characteristics Quality Management has 

been added to the model , which indicates the people within 

the law enforcement agencies , who are constantly 

monitoring what they do to find ways to improve quality of 

operation, product, budgets, schedule, services, and 

everything else about the firm. Table 3 shows the 

characteristics and sub characteristics we propose for 

selecting COTS components. 

The next step in the proposed methodology, distinction 

between internal and external metrics, is already described 

and reasoning led us to consider the external metrics „black-

box‟ as more appropriate for COTS components. 

Stakeholders: the term stakeholder is used to refer to any 

person or group who will be affected by the system, directly 

or indirectly. Stakeholders include the end-user who interacts 

with the system and everyone else in an organization that 

may be affected by its installation. Other system stakeholders 

may be engineers who are developing or maintaining a 

related system, and business managers. From our experience, 

end-users are concerned with observable attributes (such as 

Functionality, Reliability, Availability, and Efficiency). BO 

(Business Owner) is concerned with Maintainability, while 

system administrators are concerned with Scalability, 

Portability, and Manageability. 

In this work, a typical set of stakeholders has been adopted in 

order to name the appropriate category of evaluators for each 

quality characteristic. Starting with the analyst who produces 

the business model, the end-user who interacts with the 

system, QA (Quality Assurance) officer who tests the 

product, and the PM (Project Manager) who constructs and 

manages the process. 

 
Table 3: Characteristics and subcharacteristics for COTS Components 

Characteristics Sub-characteristics (Product) Sub-characteristics (Process) 

Functionality Accuracy, Security Suitability, Interoperability, Compliance,   Compatibility 

Reliability Recoverability Maturity 

Usability {Non Applicable } Learnability, Understandability, 

Efficiency Time behavior, Resource behavior {Non Applicable } 

Maintainability {Non Applicable } Changeability, Testability 

Manageability Quality management Quality Management 

 the solution verifiability satisfies the requirement, both 

functional and non-functional, this should be verifiable 

by the analysts and the QA (Quality Assurance) 

professionals 

 The developers can build the solution. This implies 

partitioning the solution into comprehensible pieces, with 

clear interface and definitions, and explicit mapping of 

dependencies among pieces.  

 The product can be tested by QA (Quality Assurance). 

This relies on the mentioned partitioning (to plan unit 

testing) and traceability (to verify deployed functionality 

and properties). 

 The process can be managed by PM (Project Manager). 

This relies on partitioning (to determine work units for 

teams and individuals) and on dependencies (to schedule 

work); thus, the project manager must be able to 

determine “intermediate deliverables” that are usable, 

testable and allow to show working progress.  

The domain of the above classification of 

stakeholders can be re-organized as follows; which 

implements the third step of our methodology: 

* The solution must offer the Functionality, observable 

attributes (Reliability, Usability, and Efficiency) 

specified requirements according to end-users, verified 

by analysts and QA (Quality Assurance). 

* The solution must be maintainable according to the 

future PM (Project Manager), verified by the BO 

(Business Owner). 

* The construction process must be manageable according 

to the project manager. 

Table 4 shows the components that constitute our 

new model. Consequently, I have adapted to our model the 

common characteristics that are found and agreed upon by 

the majority of the existing models, and these are consistent 

with COTS component evaluation criteria. However, some of 

the characteristics that are inconsistent with the new model 

requirements. New characteristics are added, and these are 

necessary to empower our new model. Accordingly any 

modification step, including removal or additions has been 

justified above. 
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Table 4 : Tabular illustration of the new model components 

 

Next, a new set of sub-characteristics has been defined and 

associated with each high-level characteristic that is 

supported by the new model, this was done by breaking down 

the characteristics into two categories; one set supports the 

development process (the process) and the second one 

supports the operational state on the production area (the 

product). 

Finally, stakeholders, the members of the team responsible 

for developing, maintaining, interacting with and/or using the 

information system have been categorized then matched 

accordingly with the appropriate characteristics throughout 

the entire system development life-cycle, including 

operational and maintenance phases, A major advantage of 

the new model is the addition of stakeholders, the members 

of the team responsible for developing, maintaining, 

interacting and/or using the COTS-based system.  End-users, 

analysts, QA, PM and BO categories are matched with 

appropriate characteristics that each one is concerned about 

.As Figure 8 shows, the pieces are put together constructing 

the new model. Although our proposed model features 

specialization and improvement over existing models, it lacks 

the ability to measure the internal quality characteristics. This 

can be accomplished in future research work by applying one 

of the evaluation techniques such as AHP (Analysis 

Hierarchy Process). 

 

 
Figure 8: The new quality model for COTS-based systems 

 

6. CONCLUSION AND FUTURE WORK 
Criminal Analysis Software (CAS) package if wrongly 

chosen would lead to loss of money and time. This makes a 

priority for law enforcement agencies to be aware of best 

suited CAS software package in order to extract benefits as 

possible from CAS and able to improve. The generic software 

Stakeholders (Professional Parties) Characteristics Product Sub-

characteristics 

Process sub-characteristics 

End user, analysts, quality assurance Functionality     Accuracy, Security            Suitability,   Interoperability,   Compliance,  

Compatibility 

End user, analysts, quality assurance   Reliability         Recoverability Maturity 

End user, analysts, quality assurance Usability            {Non Applicable}             Learnability, operability understandability,   

complexity 

End user, analysts, quality assurance Efficiency         Time behavior,  

Resource behavior           

{Non Applicable}             

Project manager or business owner Maintainability {Non Applicable} Changeability, Testability 

Project manager Manageability Quality management      Quality management      
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evaluation criteria proposed above can be used effectively in 

evaluating (CAS) system package.  

The vision of component-based software engineering means 

development of software systems by composing reusable 

components. COTS-based Crime Analysis Software (CAS) is 

live example of such vision. Using COTS based CAS 

products in large system provides many benefits, including 

the potential of rapid delivery to end user, shared 

development costs with other customers, reusability of the 

final application due to the reuse of software components 

already tested and validated, and the opportunity to expand 

capacity and performance as improvement are made in the 

products. However, for system that depends on COTS 

products, the evaluation and selection appropriate is essential 

to the success of the entire system. 

Further, none of the approaches are specifically targeted 

towards requirement tools. Therefore, the evaluation criteria, 

the measurement, and the process definition are time 

consuming and domain knowledge demanding. I defined an 

eight-step methodology to guide the process of building the 

new model that is specialized in evaluating COTS 

components. The analysis step assisted us to benefit from 

existing general quality models and simultaneously avoiding 

repetition of such limitations. 

Subsequently, justified high-level characteristics have been 

projected and new set of sub-characteristics has been defined 

for each one. This is accomplished by breaking down the 

characteristics into two categories; „the process‟ and „the 

product‟. 

The distinction between internal and external metrics led us 

to realize the external metrics is more appropriate for COTS 

components. 

A major advantage of the new model is the addition of 

stakeholders, the members of the team responsible for 

developing, maintaining, interacting and/or using the COTS-

based system. End-users, analysts, QA, PM, and BO 

categories are matched with appropriate characteristics that 

each one is concerned about. Finally, the pieces are put 

together to construct the new model.   

7. Future Work    
The AHP uses pairwise comparison to setting the priorities to 

choose the best alternative based on trade off between several 

levels, the possible future work would be the integration of 

AHP with the Linear Programming (LP), and then apply such 

integrated method to our model for selecting the best Crime 

Analysis Software(CAS) product among several alternatives. 

To elaborate on this point, currently, AHP is applied to 

calculate the rating of alternatives; the resulting weights can 

be used as function-coefficients in LP. 

LP can act as a complement to AHP. A possible outline of the 

suggested integrated method will consistent of the following 

steps: 

Step 1: Define goals, levels, and sub-levels of the undertaken 

problem. 

Step 2: Use AHP to calculate the weight of characteristics, 

sub-characteristics, attributes, and alternatives. 

Step 3: Build linear model (equation) 

Step 4: Perform the sensitive analysis (Sensitive analysis 

identifies if the weight of one criterion has changed what 

happens to the alternatives) 
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